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Abstract: Due to the fast proliferation of networked systems, distributed denial of service
(DDoS) attacks have become increasingly common and more complex, and they are a major
menace to network availability and reliability. Conventional intrusion detection systems (IDS)
are prone to high-dimensional traffic data redundancy and a limited ability to learn higher-
level temporal associations, thereby leading to lower detection and higher false alarm rates. To
overcome these drawbacks, an intelligent intrusion detection system that combines ant colony
optimization (ACO)-based feature selection and a hybrid convolutional neural network and
bidirectional long short-term memory (CNN-BiLSTM) framework is proposed. Network traffic
data are gathered using the CICIDS2017 dataset. An overall data preprocessing pipeline is
used, which consists of missing value elimination, duplicate removal, binary label encoding, and
min—-max normalization to ensure data quality and stability. Flow-based statistical analysis and
time-window traffic aggregation are performed to engineer discriminative traffic characteristics.
ACO is used to create an ideal feature subset by maximizing the detection rate and minimizing
feature redundancy. These features are then input to the CNN-BiLSTM model, whose CNN
layers learn local spatial features and BiLSTM layers learn long-range temporal features. The
proposed model has an accuracy of 98.65%, a precision of 97.37%, a recall of 95.00%, and an
Fl-score of 98.65%, which is better than current deep learning-based IDS approaches. This
work provides an efficient, scalable, and high-performance IDS structure for real-world network
security applications.

Keywords: Ant colony optimization; CNN-BIiLSTM; Cybersecurity; DoS Attack; Intrusion
detection system

1. Introduction

The rapid evolution of cyber threats has intensified the need for effective network security
systems capable of detecting malicious activity (Biswas et al., 2024; Kim & Kim, 2023; Safitra
et al., 2023). IDS serve as a critical defense mechanism by monitoring traffic patterns to dis-
tinguish between normal and abnormal behaviors (Ahmed & Alnatheer, 2025; Moustafa et al.,
2023). However, in dynamic environments, traditional signature-based IDS methods struggle to
identify advanced attacks such as DDoS (Sajid et al., 2024). Artificial intelligence (AI) and deep
learning (DL) have emerged as promising solutions due to their ability to model complex traffic
patterns, achieving strong performance on large datasets like CICIDS2017 (Vishnu & Soumya,
2024). Despite these advances, high-dimensional data handling, redundancy, and temporal de-
pendencies remain challenges, which highlight the importance of optimization and hybrid DL
approaches for scalable intrusion detection (Zhang & Yin, 2025).

Delayed detection of DoS attacks can severely disrupt modern digital systems. In enterprise
and cloud environments, prolonged service outages cause downtime, financial loss, and reduced
quality of service (Owusu et al., 2026). In critical sectors such as healthcare, banking, and
online commerce, late responses compromise reliability, availability, and user safety. Repeated
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interruptions also erode customer confidence and trust in online platforms (Reed et al., 2025).
These risks underscore the need for intrusion detection systems that identify DoS attacks quickly,
accurately, and with minimal computational cost in dynamic network conditions.

Earlier studies in deep learning-based IDS have examined various architectures, including
CNN, LSTM, and autoencoders, as well as transformer hybrids, to identify the spatial and tem-
poral features of network traffic (Al-Na’amneh et al., 2024). An example is the use of deep
CNN-BiLSTM-Transformer models to produce both local and sequential features, achieving
high performance at a very high cost of computational complexity and classification inefficiency
(Zhang et al., 2025). Autoencoder-LSTM hybrids were also effective at enhancing the rep-
resentation of features, but they had higher training costs and were inefficient with feature
redundancy (Narmadha & Balaji, 2025). Swarm-intelligence-inspired optimization of feature se-
lection, including ACO, was used to reduce dimensionality, although many of these approaches
use traditional machine learning classifiers as opposed to end-to-end DL (Kavitha & Lalitha,
2024). Transformer-augmented models have high training resource demands, and they fre-
quently fail in streaming applications where they must minimize computational latency (Zhou
et al., 2025). Particle swarm optimization and genetic algorithms are among the metaheuristic
feature selection techniques explored to optimize feature subsets but are rarely used together
with DL classifiers in a unified system to support modern IDS applications (Kunhare et al.,
2022). Therefore, a hybrid approach that effectively merges optimization of feature selection
and DL classification is still necessary to address these shortcomings (Aljabri et al., 2025).

To address existing drawbacks, the proposed framework integrates ACO-based feature se-
lection with a hybrid CNN-BiLLSTM classifier to detect DoS attacks using CICIDS2017, UNSW-
NB15, and CSE-CIC-IDS2018 datasets. Unlike studies that apply optimization or deep learning
separately, this design unifies both into a single end-to-end pipeline. ACO ensures efficient
feature representation, while CNN-BIiLSTM captures spatial and bidirectional temporal depen-
dencies, enabling reliable detection of evolving attack behaviors. Overall, the unified approach
enhances the robustness, scalability, and real-world applicability of intrusion detection systems.

The main contributions of this work are as follows.

e Improve detection performance using an optimized feature selection mechanism based
on ACO that effectively eliminates redundant and irrelevant features.

e Combine a hybrid CNN-BiLSTM DL architecture that learns spatial patterns and bidi-
rectional temporal network traffic dependencies.

e Illustrate higher binary classification accuracy and lower false alarms under benign and
DoS attack classes using CICIDS2017, UNSW-NB15, and CSE-CIC-IDS2018 benchmark
intrusion detection datasets.

o Compare the suggested approach with standard measures (accuracy, precision, recall,
F1l-score, ROC-AUC) to demonstrate its stability and capability for practical implemen-
tation.

1.1 Problem Statement

Existing IDS models exhibit specific limitations that hinder their effectiveness. Cloud-based
systems using hybrid feature selection with machine learning classifiers improve accuracy but
lack scalability and adaptability in fast-changing environments (Bakro et al., 2023). IoT intru-
sion detection models trained on datasets such as NSL-KDD can detect DoS attacks but suffer
from imbalanced data, high false alarm rates, and poor generalization to real traffic (Esmaeili
et al., 2022). Deep learning-based IDS frameworks enhanced for adversarial robustness pro-
vide resilience against manipulated inputs but introduce computational overhead and reduce
efficiency (Yuan et al., 2024). These shortcomings demonstrate the need for approaches that
balance accuracy, robustness, and efficiency.
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1.2 Structure of the Paper

Section 1 provides the background and rationale for intrusion detection in contemporary
networks. Section 2 provides a review of related literature regarding machine learning-based
and deep learning-based IDS methods. Section 3 presents the proposed methodology, which
comprises feature engineering, ACO-based feature selection, and the CNN-BiLSTM architecture.
Section 4 describes the experimental setup and evaluation measures. The discussion is given in
Section 5. Finally, Section 6 concludes the paper and indicates future research directions.

2. Literature Survey
2.1 DL Models for Intrusion Detection

Udurume et al. (2024) explored CNN-BiLSTM and machine learning classifiers applied
to network intrusion detection and found that hybrid DL methods outperformed conventional
methods on benchmark datasets such as NSL-KDD and UNSW-NB15. Better recall for attack
traffic was reported with bidirectional temporal learning, and deep model feature hierarchies were
more discriminative than handcrafted features, although higher sensitivity to hyperparameter
optimization was observed. The edge-computing solution presented by Zhong et al. (2022)
is a BiLSTM-based DDoS detection approach built on traffic sequential dependencies. This
study demonstrated that BiLSTM was effective in capturing the long-term temporal variations
of flooding attacks and reported better detection accuracy than unidirectional LSTM models,
at the cost of increased inference latency on edge nodes and poor performance under highly
imbalanced traffic distributions.

Susilo et al. (2025) proposed hybrid DL architectures in which CNN and LSTM are jointly
used for intrusion detection. Their findings showed improved accuracy and noise resistance
compared with standalone deep models, with spatial-temporal feature learning identified as a
key strength; however, the added model complexity, larger memory usage, need for large labeled
datasets, and poor real-time feasibility due to computational cost were noted as limitations.
Ataa et al. (2024) studied deep learning-supported IDS systems and demonstrated that deep
models were considerably more effective than classical machine learning models in complex
attack scenarios, although the lack of built-in feature optimization affected detection stability.

2.2 Optimization and Metaheuristic Feature Selection

Vanitha and Balasubramanie (2022) used an improved ACO to select features for IoT-based
intrusion detection, reducing the number of features and computational cost while increasing
classification accuracy; however, parameter tuning was important for convergence speed, and
the evaluation relied mainly on traditional classifiers rather than DL models. Mohsenabad and
Tut (2024) compared different metaheuristic algorithms, including ACO, PSO, and GA, for IDS
feature selection, but reported additional computational expense, inconsistent stability across
datasets, and limited compatibility with deep models.

Rajput et al. (2024) showed that bio-inspired algorithms such as ant colony, artificial bee
colony, and flower pollination obtain compact feature representations, although these algorithms
exhibited slow convergence in high-dimensional spaces, with initialization strategies strongly in-
fluencing performance. Gong et al. (2025) examined hybrid metaheuristic feature selection for
intrusion detection and highlighted convergence instability in high-dimensional feature space,
computational complexity when combined with deep models, and difficulty in balancing explo-
ration and exploitation; most methods could not be applied in real time, underscoring the need
for unified optimization—DL frameworks.

2.3 Hybrid Architectures and System Challenges

Strategies Deep learning-based IDS architectures described by Hozouri et al. (2025) and
Espinoza-Zelaya and Moon (2022) highlighted the significance of spatiotemporal modeling for
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contemporary cyber threats. Hybrid architectures were more accurate than single models,
though at the cost of lower interpretability and high computational demands that impede use
in resource-limited settings. Ali et al. (2024) examined autoencoder-recurrent hybrid IDS mod-
els, reporting enhanced identification of imbalanced datasets and improved discrimination of
anomalies through feature reconstruction, but with significantly higher training time and poor
generalization across datasets.

Hewapathirana (2025) summarized AE-LSTM-based intrusion detection models, reporting
high accuracy on the CICIDS2017 and CSE-CIC-IDS2018 datasets and strong temporal feature
learning, although performance degraded with unknown traffic patterns, feature redundancy
was not adequately addressed, and scalability remained a concern. Neto et al. (2025) exam-
ined transformer-augmented IDS models and noted that training complexity was more severe,
applicability was restricted by large memory requirements, and real-time detection remained a
challenge.

Research Gap: Existing deep learning-based intrusion detection systems often rely on high-
dimensional features, resulting in increased computational cost and reduced efficiency. There-
fore, a unified framework integrating metaheuristic feature optimization with hybrid deep learn-
ing is needed for accurate and scalable DoS attack detection.

3. Methodology

The proposed methodology is designed to develop an effective and intelligent intrusion
detection system that can effectively detect DoS attacks within network traffic. The architecture
shown in Figure 1 is based on a chain of operations comprising data preprocessing, feature
engineering, feature optimization, and DL classification. Every stage is structured to process
high-dimensional traffic data and enhance detection accuracy at minimal computational cost.
The framework combines ACO to select the most pertinent traffic features and the hybrid CNN-
BiLSTM framework to classify intrusions. The optimized feature subset, combined with the
CNN-BiLSTM architecture, efficiently learns and captures spatial traffic characteristics as well
as directional temporal characteristics that lead to a robust and reliable intrusion detection
system.

3.1 Collection of Network Traffic

Network traffic was collected using a flow-based approach, where packets with similar prop-
erties (IP, protocol, time interval) were aggregated into flows. This method reduces redundancy,
preserves key behavioral features (intensity, duration, dynamics), and is efficient for detecting
DoS attacks. Flow-level attributes provide structured numerical features that are well-suited for
preprocessing, optimization, and DL classification.

3.2 Dataset

The proposed framework uses the CICIDS2017 dataset from Kaggle as the benchmark
dataset for training and analysis due to its realism, feature set, and ubiquitous use in intrusion
detection studies. CICIDS2017 was captured under a regulated testbed setup designed to sim-
ulate real-world network behavior and integrates both benign user activity and varied attack
conditions. The dataset was divided using a stratified split, with 70% for training and 30% for
testing, ensuring balanced representation of benign and DoS traffic across both sets.

Additionally, the proposed framework was validated on the UNSW-NB15 and CSE-CIC-
IDS2018 benchmark datasets using the same preprocessing, ACO-based feature optimization,
and CNN-BiLSTM training procedures. Evaluating multiple datasets demonstrates the model’s
adaptability to diverse traffic patterns and attack characteristics. Figure 1 illustrates the three-
stage workflow of the proposed intrusion detection framework.
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Figure 1 Proposed framework workflow: (a) data preprocessing, (b) ACO-based feature selec-
tion, and (¢) CNN-BiLSTM classification architecture

3.3 Data Preprocessing
3.3.1 Removal of missing values

Missing values in network traffic may result from packet loss, flow timeout, or logging errors.
Such dropouts introduce statistical bias in features and negatively influence the convergence and
accuracy of DL models. Thus, missing-value handling is one of the key preprocessing steps to
guarantee data integrity and model stability. Let the initial dataset be defined as in Equation

1:

D={x}",, xi CRF (1)

where N denotes the total number of samples and F represents the number of features. If
any feature Xjj in sample X; satisfies

Xij =7 or Xij IZ{ZNaN,oo} (2)

then the corresponding sample is considered incomplete, as expressed in Equation 2. In the
proposed framework, row-wise deletion is implemented to exclude incomplete samples, and only
fully observed traffic flows are kept, as given in Equation 3:

D= {x; [D| QJCI1,F], xij E ?} (3)
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3.3.2 Duplicate elimination

Flow-based intrusion datasets often contain duplicate records because they are aggregated
by packets, record flows in both directions, or contain retransmission artifacts. Let the dataset
after missing-value removal be denoted as in Equation 4:

DD: {X11X21"'1XM} (4)
Two samples in equation (5), Xj and Xj are considered duplicates if the following is true:
Xi = Xj E:Ej (5)

Duplicate elimination is performed by applying a set-based uniqueness constraint, given in
Equation 6:

[
D™= Unique DgI (6)
Alternatively, using an indicator function, Equation 7 can be used:
m_ . o O —i L]
D™= x; [D]@x; (D7 j <1, s.t. Xj = Xj (7)

This is done to ensure that all traffic flows contribute equally to the learning process, thus
enhancing the model’s generalization and minimizing computational redundancy during training
course.

3.3.3 Binary label encoding (BLE)

Binary label encoding converts categorical class labels into numerical values that can be
used by DL models. Raw labels in IDS datasets are usually textual, such as benign and DoS.
Let the dataset after preprocessing be represented as in Equation 8:

D = {(xi,yi)H', (8)

where Xj [CRF denotes the feature vector of the i*" network flow and yj represents its
corresponding categorical label.

Y = {y1, Y2} = { Benign, DoS } 9)

Equation 9 defines the class label set Y , where the intrusion detection problem is formulated
as a binary classification task consisting of two categories: benign (normal traffic) and DoS
(attack traffic).

0, if yi = Beni

, if yj = Benign

= Qi) = 10
Vi =0 (i) 1, ify; = DoS (10)

Equation 10 represents the binary encoding function @(:), which maps categorical labels
into numerical values. Here, each original label y; is transformed into a binary label ¥;, where
Benign traffic is encoded as 0 and DoS attack traffic is encoded as 1. This conversion enables
the DL model to process categorical information in numerical form.

D= {(xi,y)}L,, vi C40,1} (11)

Equation 11 defines the final encoded dataset DY where each network traffic sample is
represented as a pair (Xj,Yi), with Xj denoting the feature vector of the i** sample, y; the
corresponding binary-encoded label, and N the total number of samples in the dataset. Encoding
labels to the set {0, 1} ensures compatibility with binary classification using the CNN-BiLSTM
model, while maintaining the semantic difference between normal and malicious traffic and
allowing effective computation during training.
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3.3.4 Min—max normalization

Normalization prevents the dominance of features with large magnitude, which would oth-
erwise cause biased learning and slower convergence. Min—-max normalization is used to bring
all features to the same scale, as characterized by Equation 12:

O X7 Xmin (12)
Xmax — Xmin

where X is the original feature value, Xyin and Xpnax denote the minimum and maximum

values of the feature, respectively, and X represents the normalized feature value.

3.3.5 Class imbalance handling

Network intrusion datasets often suffer from class imbalance, where one traffic category
dominates others, potentially leading to biased model learning and reduced detection capability
for minority classes. To address this issue, the proposed framework incorporates the Synthetic
Minority Over-sampling Technique (SMOTE) to balance the class distribution by generating
synthetic minority-class samples during training. This oversampling process improves the rep-
resentation of underrepresented traffic classes and prevents the model from being biased toward
dominant categories. In addition, class-weighted loss optimization was employed during CNN-
BiLSTM training to assign higher importance to minority-class samples in the binary cross-
entropy loss function, improving model sensitivity toward less frequent attack instances and
reducing misclassification bias.

3.4 Feature Engineering

3.4.1 Flow-based statistical analysis

Flow-based statistical analysis calculates descriptive statistics that characterize network
traffic behavior for each flow. These characteristics include flow duration, number of packets,
number of bytes, average packet size, and variance-based measurements. Mathematically, the
packet rate and byte rate features can be expressed as Equations 13 and 14:

Packet Rate = % (13)
Tt
N
Byte Rate = —2 (14)
Tt

where Np is the number of packets in a flow, Ny is the total number of bytes, and T¢
represents the flow duration. This enables the model to differentiate between normal and attack-
based flooding traffic using compact but informative representations of traffic intensity.

3.4.2 Time-window traffic aggregation

Time-window traffic aggregation is used to aggregate temporal changes and is a flow-
aggregation technique that uses fixed or sliding time windows to group flows. This allows
the modeling of both short-term bursts and long-term traffic patterns, which are essential for
identifying sustained DoS attacks. For feature selection, the ACO algorithm was configured
with 20 ants over 50 iterations, with pheromone importance & = 1, heuristic importance 3 = 2,
and evaporation rate p = 0.5. The fitness function evaluates each feature subset using the val-
idation accuracy of the CNN-BiLSTM model with a redundancy penalty to select informative,
non-overlapping features. Statistical features, including mean, variance, and packet inter-arrival
time, are computed within each time window, where the packet inter-arrival time is given by
Equation 15:

IAT; = tj — tj— (15)
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where t and tj; denote arrival times of consecutive packets. Aggregated time characteris-
tics enable the model to capture sequential dependency and burst pattern with which temporal
DL layers, including BILSTM, are fed.

3.5 ACO Feature Selection

The fundamental idea of ACO-based feature selection is based on the collective foraging
behavior of ants, whereby a process referred to as pheromone reinforcement identi es optimum
routes. In this model, features are represented as nodes, and arti cial ants explore subsets
of features with probabilities of traversal that depend on pheromone intensity and heuristic
desirability. The selection probability is given in Equation 16:

Py = P( i) (i)
k(i) (i)
where j is the pheromone concentration for feature j, j is the heuristic value (e.g.,

feature relevance), and and control the in uence of the pheromone and heuristic factors,
respectively.

(16)

3.6 Hybrid CNN{BILSTM DL Model

The proposed framework uses a hybrid CNN-BILSTM architecture to successfully capture
the intricate spatiotemporal nature of network tra c data. Network intrusion exhibits both
local feature correlations (relationships between packet statistics within a ow) and long-range
temporal features (attack persistence and time-dependent tra ¢ modi cations). Traditional
single-model architectures often fail to capture both simultaneously, resulting in suboptimal
detection performance. The proposed model combines CNN and BIiLSTM into a single learning
pipeline, harnessing the synergistic bene ts of both to increase the expressiveness of learned
features and classi cation accuracy, as shown in Figure 2.

Input Representation. The processed input tra c data are modeled as a structured
feature matrix following preprocessing and ACO-based feature selection, as given in Equation
17:

X2RNF (17)

where N is the number of tra ¢ samples and F is the number of optimized features selected
by ACO. Each feature vector encapsulates statistical, temporal, and behavioral characteristics
of network tra c. The reduced feature space eliminates redundancy and noise, enabling the DL
model to concentrate on the most informative tra c features. Input vectors are rearranged into
a two-dimensional form to allow convolution operations, allowing the CNN layers to learn local
relationships between adjacent features while retaining spatial relations that remain compatible
with sequential processing in the BiLSTM layers.

Convolutional Neural Network (CNN) Layer. The CNN module serves as the initial
feature extractor in the hybrid architecture. It automatically learns task-speci ¢ spatial features
using convolutional Iters, capturing local patterns and correlations that distinguish normal from
malicious network tra c. The convolution operation is expressed as Equation 18:

he =f(W x X+b ) (18)

where W represents the ¥ convolution kernel, b is the bias term, X denotes the in-
put feature matrix, and f() is a nonlinear activation function, typically a recti ed linear unit
(ReLU). ReLU activation increases nonlinearity and suppresses the vanishing gradient problem,
improving the convergence of training. CNN layers perform particularly well in learning spatial
relationships between ow-based features, including connections between packet rate, byte rate,
and ow duration.
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Figure 2 Architecture of the CNN-BILSTM model

Pooling Layer. The pooling operation is used after the convolution layers to decrease the
size of feature maps and increase the generalization. Summing up local responses and having
the advantage of translational invariance, the model is less sensitive to small changes in trac
dynamics. Max-pooling picks up the highest activation value in each pooling window. The
operation of pooling is given as Equation (19):

pi = max (N izism ) (29)

where m represents the size of the pooling window and ih.n de nes the collection of
activations within the window. Pooling reduces computational complexity, noise, and over tting
while preserving salient features. The pooled feature maps are attened and reshaped into
sequences before being passed to the BILSTM layer, enabling the model to learn temporal
dependencies from the spatial features extracted by the CNN.

Bidirectional Long Short-Term Memory Layer. The BILSTM module is used to cap-
ture long-term temporal relationships in network tra c data. Standard LSTM networks operate
in only one temporal direction and therefore do not consider future context. By comparison,
BiLSTM employs two parallel LSTM layers, one reading the sequence in the forward direction
and the other in the backward direction. At every time step t, the forward and backward hidden
states are estimated as in Equations 20 and 21:

I
"hy =LSTM ¢ (x¢; her ) (20)

t — LSTM b(Xt; ht+1) (21)

The nal output is obtained by concatenating both states, as given in Equation 22:
h [
ht = ht h t (22)
BILSTM captures both past and future dependencies, improving DoS attack detection. Its

forget, input, and output gates preserve long-term dependencies and regulate information ow
e ciently. The gate operations are de ned in Equations 23-28:
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fo= (Wt [nea ;xdd+br) (23)
iv= (W i[hy ;x]+by) (24)
& = tanh (W ¢ [ne1 ;%] +bo) (25)
G=fr Cr +ig €4 (26)
&= (W olht1 ;xt]+by) (27)
he =e; tanh(c ¢) (28)

where () is the sigmoid activation function and denotes element-wise multiplication.
These mechanisms enable BIiLSTM to selectively retain or discard information over long se-
guences, thereby improving the detection of slow-rate or persistent attacks.

Fully Connected and Output Layer. The outputs of the BILSTM layer are passed to a
fully connected layer that aggregates temporal features and maps them to a lower-dimensional
representation. This layer functions as the decision-making component that integrates the
learned spatial and temporal features. For binary classi cation, a softmax or sigmoid activation
function is applied at the output layer to compute class probabilities, as given by Equation 29:

. ek
Py=kjX)= Pc— (29)
=
The predicted class label is obtained by selecting the class with the highest probability.
The model is trained using the binary cross-entropy loss function, given in Equation 30, which
measures the discrepancy between the predicted probabilities and ground-truth labels:

3.7 Intrusion Detection

In the intrusion detection stage, binary classi cation is performed based on learned rep-
resentations. The probability scores generated by the CNN-BILSTM model are thresholded
to produce distinct class labels. This stage enables decision-making, allowing for the rapid
identi cation of DoS attacks and facilitating timely mitigation.

3.8 Performance Evaluation

Performance is evaluated using the standard metrics in Equations 31-34:

TP +TN
ACCUIACY = — e e e TN (30)
TP
Precision = TP +FP (31)
TP
Recall = TP+EN (32)

2 Precision Recall
F1 Score = — 33
Precision + Recall (33)

Here, TP, TN, FP, and FN denote true positives, true negatives, false positives, and false
negatives, respectively. ROC-AUC measures the overall discrimination capability of the model.
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Algorithm 1 ACO-Optimized CNN-BILSTM Intrusion Detection
Input: Network tra c feature set F = ff 1;f2;::0;fhg, maximum iterations T.
Output: Optimal feature subset.

BEGIN
Initialize pheromone levels for all features.
Set iteration = 1.

WHILE iteration T DO
FOR each ant DO
Initialize empty feature subset.
FOR each feature in dataset DO
Compute selection probability.
IF random value < probability THEN
Add feature to subset.
ELSE
Skip feature.
END IF
END FOR
Evaluate subset using classi cation accuracy.
END FOR

Update pheromone:
Reinforce features in best subset.
Evaporate pheromone for other features.
iteration = iteration + 1.
END WHILE

Select optimal feature subset.

FOR each tra ¢ instance DO
Extract selected features.
Pass through CNN layers (Conv + ReLU + MaxPooling).
Pass output to BILSTM (forward + backward).
Concatenate outputs and apply fully connected layer.
Compute class probability using Softmax.
IF probability(DoS) threshold THEN
Label as DoS.
ELSE
Label as Benign.
END IF
END FOR

RETURN classi cation labels.
END
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4. Results and Discussion
4.1 Ablation Analysis

A comparative and ablation analysis was undertaken to clearly assess the role of each
element of the proposed framework. Several current intrusion detectors have adopted CNN-
or LSTM-based architectures individually and in basic hybrid modes. These models cannot
simultaneously resolve feature redundancy and long-range temporal dependencies. To overcome
this limitation, the proposed framework combines ACO-based feature selection with a hybrid
CNN-BILSTM architecture.

Ablation results in Table 1 show that CNN captures local spatial features but provides mod-
erate detection performance. CNN{LSTM improves temporal modeling, while ACO{CNN en-
hances performance through feature optimization. The proposed ACO{CNN{BILSTM achieves
the highest accuracy by combining optimized feature selection with bidirectional temporal learn-
ing, resulting in improved generalization, lower false alarms, and superior intrusion detection
performance.

Table 1 Ablation and comparative analysis of performance

No. Model Variant Accuracy (%)
1 CNN only 94.2
2 CNN+ LSTM 96.1
3 CNN + BiLSTM 97.4

Computation Resources. All tests were run on a workstation with an Intel Core i7 pro-
cessor, 16 GB of RAM, and an NVIDIA GPU with CUDA support to accelerate the computation
of deep learning. The proposed model was developed in Python using the TensorFlow/Keras
DL platform. Training time was greatly shortened, and high-dimensional tra ¢ data could be
e ciently handled through GPU acceleration. To achieve reproducibility and consistency in
performance measurement, the training and evaluation processes were conducted in a controlled
environment, and hyperparameters were optimized within this strategy to produce the best
model.

Hyperparameter Tuning. The CNN component of the framework was constructed with
two convolutional layers, the rst using 32 Iters and the second 64, both with 3 3 kernels,
same padding, and ReLU activation. Each convolution block was followed by max-pooling with
a pool size of 2 to reduce dimensionality. For temporal learning, the BiLSTM layer contained
64 hidden units in both forward and backward directions, enabling the capture of sequential
dependencies from both sides of the tra ¢ ow. A dropout rate of 0.3 was applied after BiLSTM
to reduce over tting, and a sigmoid activation was used in the nal output layer to support
binary classi cation.

Training employed the Adam optimizer with a learning rate of 0.001, a batch size of 64, and
30 epochs. Binary cross-entropy was selected as the loss function, and early stopping was applied
to monitor validation loss. Hyperparameter sensitivity analysis was conducted by varying the
CNN kernel size, BILSTM units, learning rate, batch size, and ACO optimization settings. The
chosen con guration balanced detection accuracy, computational e ciency, and convergence
stability, demonstrating reproducibility under moderate parameter variations.

4.2 Performance Analysis of the Proposed Work

The model achieves a very high accuracy of 0.9865, indicating that it correctly classi es
almost all instances. A precision of 0.9737 indicates that the model is most often correct when
it predicts a positive outcome. The recall value of 0.9500 shows that the model successfully
identi es the majority of actual positive cases, and the F1-score of 0.9865 conrms a strong
balance between precision and recall, re ecting overall robust and consistent performance (Table
2).
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Table 2 Summary of performance metrics

Accuracy Precision Recall F1-Score
0.9865 0.9737 0.9500 0.9865

Figure 3 summarizes the performance of the proposed CNN-BILSTM intrusion detection
model. The ROC curve (a) shows near-perfect separation of benign and DoS tra ¢ with an
AUC of 0.9995, while the precision{recall curve (b) maintains almost awless precision across
recall values with an AP of 0.9995, con rming reliability under class imbalance. The error rates
(c) are very low, with an FPR of 0.03221 and an FNR of 0.00520, highlighting strong detection
capability and minimal missed attacks. The accuracy curves (d) converge quickly and stabilize
around 98.65%, with training and validation closely aligned, indicating little over tting. The loss
curves (e) drop early and stabilize between 0.4 and 0.5, re ecting stable optimization and robust
learning. Finally, the confusion matrix (f) shows 1923 true negatives, only 64 false positives,
and nearly all 2000 DoS samples correctly identi ed, con rming high detection accuracy and
reliability in reducing false alarms.

Figure 4 presents the extended evaluation of the proposed ACO-CNN-BILSTM intrusion
detection framework. (@) The per-class ROC-AUC results for benign and DoS trac both
reached 0.9995, con rming excellent discrimination capability. (b) The per-class precision{
recall curves maintained high precision across recall values, demonstrating reliable detection
with minimal false alarms. (c) Detection latency analysis under varying batch sizes showed
latency decreasing as batch size increased, highlighting computational e ciency and suitability
for near-real-time applications. (d) Cross-dataset accuracy comparison across CICIDS2017,
UNSW-NB15, and CSE-CIC-IDS2018 datasets revealed consistently high classi cation accuracy,
con rming the robustness, scalability, and generalization of the framework across diverse network
environments.

Table 3 shows a comparative evaluation of the proposed ACO-CNN-BILSTM intrusion
detection framework against several recent IDS studies using common performance measures,
including accuracy, precision, recall, F1-score, and ROC-AUC. In general, the comparison in-
dicates that the proposed model achieves better overall classi cation results and a stronger
separation ability.

Table 3 Evaluation metrics compared with recent IDS studies

Study Accuracy Precision Recall F1-Score ROC-
(%) (%) (%) (%) AUC
Alotaibi and Rassam (2023) 97.51 96.84 95.72 96.21 0.987
Mohammad et al. (2024) 92.00 91.10 90.40 90.75 0.952
Susilo et al. (2025) 97.90 97.10 96.80 96.95 0.991
Zhang et al. (2025) 98.10 97.42 96.88 97.15 0.995

Proposed ACO-CNN-BILSTM  98.65 97.37 95.00 98.65 0.9995

Table 4 presents the cross-dataset validation results of the proposed ACO-CNN-BIiLSTM
intrusion detection framework using the CICIDS2017, UNSW-NB15, and CSE-CIC-IDS2018
benchmark datasets. The evaluation demonstrates that the proposed model consistently main-
tains high classi cation accuracy, precision, recall, F1-score, and ROC-AUC values across het-
erogeneous tra ¢ environments. These ndings con rm the framework's robustness, scalability,
and generalization capability under varying intrusion detection scenarios.

In the results, the dataset contained 454,322 benign tra ¢ samples, making up 38.6%, and
721,458 DoS attack samples, making up 61.4%. To address this imbalance, weighted binary loss
was applied to balance benign ows, while strati ed balancing with regularization was used for
DosS tra ¢, ensuring reduced bias and stable learning across both classes.
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(a) (b)

(©) (d)

(e) (f)

Figure 3 Performance evaluation: (a) ROC curve, (b) precision{recall curve, (c) FPR{FNR
analysis, (d) training vs. validation accuracy, (e) training vs. validation loss, and (f) confusion
matrix.

5. Discussion

Results con rm that the proposed ACO-CNN-BILSTM framework e ectively enhances DoS
intrusion detection by combining optimized feature selection with hybrid deep learning. It
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