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Abstract: Vehicle is needed to upload sensitive data such as the locations and traffic information in
Internet of Vehicles (IoV). However, this process has significant privacy risks, specifically in scenarios
where vehicles are constantly moving. Therefore, this study proposed a scheme called Privacy-
Preserving Data Uploading Scheme (PriDUS), which relied on Threshold Secret Sharing Algorithm
(TSSA). The scheme worked by grouping vehicle dynamically, calculating sub-IDs to replace real
vehicle IDs during data uploads. These sub-IDs were distributed among vehicle in a group, ensuring
that the original vehicle ID stayed hidden during transmission. Major variables considered in the
process included group size, time allowed for reporting, and position or speed of vehicle were major
considerations. Through simulations, the results showed that PriDUS could lower the risk of privacy
breaches by up to 2.5% while keeping data transmission duration at 100 to 150 milliseconds. The
method proved to be both practical and efficient, allowing it to be suitable for dynamic as well as
complex IoV environments.
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1. Introduction

Internet of Vehicles (IoV) is a part of Internet of Things (IoT) landscape. IoV has a range of
applications, from automated transport vehicle in settings such as mines and ports, to incorporating
features in new energy vehicle that improve user satisfaction (Whulanza, 2023). Furthermore,
advancements in this area can lead to self-driving technologies that surpass drivers in terms of
safety and dependability. Figure 1 shows the applications of IoV in four areas (Zhou et al., 2020),
namely Vehicle to Network (V2N), Vehicle to Pedestrian (V2P), Vehicle to Infrastructure (V2I), and
Vehicle to Vehicle (V2V), respectively (Pan et al., 2022). Following the discussion, each area presents
its hurdles and important considerations. This study focuses on examining the security challenges
related to protecting privacy data shared in the V2I sector (Hasan et al., 2024).

As the number of vehicle continues to rise (Sitinjak et al., 2023), the amount of data exchanged
between automobiles and IoV systems grows significantly. This increasing movement of
information has heightened concerns privacy protection. The risk of data interception or leakage
during collection and uploading processes has made data security a crucial issue in IoV ecosystem.
Relating to the discussion, studies are actively working on tackling these challenges. A recent
method introduced by Hu et al. (2023) focused on ensuring privacy and maintaining data integrity
in IoV through methods such as data sharing, homomorphic encryption, as well as symmetric
encryption. Similarly, Rathore et al. (2022) introduced EAST model, which integrated encryption
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with steganography to improve security during data transmission in IoV systems. Vulnerabilities
remain despite these advancements specifically concerning network attacks that can compromise
model parameters or encryption keys, threatening data confidentiality and security. Consequently,
there is a growing interest in implementing Threshold Secret Sharing Algorithm (TSSA) to mitigate
these risks (Babkin et al., 2021).

TSSA divides a secret S into segments distributed among connected vehicle in IoV system (Zhang
et al., 2021). The secret S is reconstructed only when a required number of segments are collected,
ensuring security even when some are lost or intercepted. However, applying TSSA in IoV presents
challenges, and it struggles in IoV due to vehicle mobility originally designed for networks assuming
segments that can be retrieved anytime (IHuang and Chang, 2006). Vehicles exchanging data such as
location and traffic status may not always locate the necessary segments, making reconstruction
impractical. To address this, PriDUS adapts TSSA to IoV dynamic during the process. The system
forms dynamic groups based on vehicle IDs and generates sub-IDs from the main ID using TSSA,
ensuring data can be uploaded even as vehicle frequently enter or leave a region.

Based on the above description, this study makes several key contributions. First, the analysis
introduces a novel method of privacy protection in IoV by treating vehicle ID as a secret S and
dividing it into multiple sub-IDs, which are then distributed to automobiles. The original vehicle ID
can only be reconstructed when a sufficient number of sub-IDs are collected, ensuring that even when
some sub-IDs are lost or intercepted, data security and privacy are preserved. Second, the study
proposes Privacy-Preserving Data Uploading Scheme (PriDUS), which is based on TSSA. By
dynamically grouping vehicle using position and speed information, PriDUS assigns temporary sub-
IDs that replace vehicle IDs during data uploads. This guarantees that even when an attacker
intercepts data, the information cannot be traced back to a specific vehicle, improving privacy
protection while preserving efficiency of the system.

2. Literature review

The growth of IoV raises has raised significant concerns regarding data privacy and security
(Chen et al., 2022). Building on trust among users is crucial for enabling secure vehicle interactions.
However, implementing measures such as two-factor authentication may introduce operational
delays. IoV systems generates vast amount of sensitive data, including location and driving routes
(Teoh et al., 2023), which further complicates efforts to protect user privacy. Additionally, cyber
threats such as DoS/DDoS attacks, impersonation, replay attacks, and eavesdropping can disrupt
system operations as well as pose a risk to safety of users (Garg et al., 2020). Data collection raises
issues concerning misuse and security risks. Privacy issues develop when users unintentionally
disclose information about others or breach system boundaries. Many hesitate to use IoV services
due to data misuse concerns, potentially affecting system efficiency.

The assurance privacy and security in IoV system represents a central focus of this analysis.
According to a study by Wang et al. (2023), efforts have been made to develop technologies in IoV
framework to protect vehicle data and addressing privacy issues. Despite these initiatives, IoV
systems encounter obstacles such as cybersecurity threats, scalability concerns, and authentication
challenges that impact data security. The intricate nature of IoV systems renders the systems
susceptible to cyber risks due to the number of vehicles and frequent data exchanges, which heighten
the risk of privacy breaches during interactions. Despite past studies investigating privacy issues in
IoV, devising a universal solution remains challenging due to the complexities in the system.

Rathore et al. (2022) developed EAST framework to improve security in IoV system. This method
combines encryption and steganography procedures to secure data transfers. In EAST model,
encryption keys are used to convert text into cipher text, which is then hidden in files using
steganography for secure sharing. This strategy has proven effective in protecting IoV privacy
information and has shown improvements in both data transmission efficiency as well as security.
However, certain limitations remain when using the method despite its advantages. When a
malicious actor has access to and decrypt file containing data, both encrypted information and
encryption key can be compromised, increasing the risk of data exposure as well as security breaches.
This situation presents a significant threat to IoV systems, as the exposure of the encryption key
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allows hackers to decode all communications protected by that key. As EAST model provides a layer
of protection, its effectiveness relies heavily on securing the file and ensuring that steganography
remains undetectable.
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Figure 1 Main directions of IoV

Figure 2 shows that IoV ecosystem comprises servers, roadside units (RSUs), and vehicle. Core
services depend on server clusters to manage vehicle, perform firmware upgrades, and process
uploaded data such as location, speed, and traffic conditions. This data is then cleaned and used to
train Al models. A primary challenge is ensuring timely and accurate data transmission between core
servers and vehicle. To address this challenge, RSUs establish local networks with vehicle in the
coverage area (Guerna et al., 2022). RSUs are also equipped with storage and computing capabilities
to support efficient data exchange. Due to the constant movement of vehicle, RSU-vehicle network
is highly dynamic, making real-time communication essential. These networks support both Vehicle-
to-RSU (V2R) and Vehicle-to-Vehicle (V2V) interactions, which enable effective information sharing,
especially in high-traffic scenarios. The transient nature of these connections demands high
adaptability to maintain low-latency and reliable data transmission, even as the network composition

changes frequently.
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Figure 2 The architecture of Cloud-RSU-Vehicle layers
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Cloud-RSU-Vehicle is a network formed by RSUs and vehicles covered architecture features. After
vehicle enters the coverage area of RSU, it connects with other vehicles to establish a network
(Tuyisenge et al., 2018). In this network, vehicle can exchange updates, such as traffic information
and accident notifications, eventually improving the driving experience (Gao et al., 2023). However,
these data exchanges come with privacy risks, such as vehicle identities, locations, speeds, and
surrounding traffic conditions are shared (IHu et al., 2023). The major characteristics of networks
formed by RSUs and vehicles include:

1. Member Changes: Vehicles frequently move in and out of RSUs coverage area necessitating
management of these constant changes.

2. Privacy and Security Concerns: Ensuring data exchange among vehicles in RSU range is crucial
to improve driving experiences, but safeguarding this interaction poses a challenge due to the nature
of IoV.

TSSA has become a solution to address privacy and security challenges in IoV systems. The system
works by generating sub-IDs from the ID, enabling the vehicle to transmit data using these sub-IDs.
When a malicious attacker gains access to the sub-IDs, identifying the true identity of the vehicle
becomes highly challenging, thereby preserving privacy and improving security. Several privacy-
preserving schemes have been developed based on TSSA, including threshold key management, T-
N threshold sharing mechanism, and secret sharing schemes.

A study by Lin (2023) proposed a multi-level blockchain framework to secure information in IoV.
The framework incorporates threshold key management, elliptic curve cryptography, and group
signatures. By dividing the system key into multiple shares and reconstructing it from a subset of the
shares, threshold key management mechanism improves fault tolerance and reduces the risks
associated with single-point failures. This scalable and resilient framework offers several benefits,
including secure data transmission, strong protection against tampering as well as unauthorized
access, and lower communication costs. The framework is particularly suited for the dynamic and
complex environment of IoV. Similarly, a study by Zuo et al. (2024) introduced Secure Enhanced
Privacy-Preserving Data Aggregation (SEPDA) scheme, which used a T-N threshold-based sharing
mechanism. This method divides a value into shares distributed among users, allowing any group
of T users to reconstruct the original value. By distributing the decryption process across multiple
servers, the system improves security and reduces vulnerability to single-point attacks. During
system initialization, Key Management Center (KMC) distributes encryption keys, with vehicle
encrypting data using these shared keys before transmission. RSUs perform decryption after
verification, while multiple servers at the Traffic Management Center (TMC) handle decryption and
data consolidation. This strategy ensures privacy protection and improves resilience against various
attacks. Despite the benefits in safeguarding privacy and security, threshold algorithms face
challenges in managing member changes as well as addressing performance issues. Frequent
changes in group membership can complicate the management and reorganization of the system,
impacting its real-time performance. Each membership alteration requires recalculating group
parameters, which adds to the workload. Furthermore, encryption and threshold sharing methods
are computationally complex, particularly in scenarios with large datasets and frequent updates. This
complexity can hinder performance, making it challenging to meet efficiency requirements for
certain applications. Despite the system offering privacy protection and adaptability, it is crucial to
consider the computational load as well as performance challenges before implementation.

A multi-party computation protocol was introduced in a related study by Liang et al. (2023)
through a sharing scheme to protect user data privacy. The protocol divides user data into shares
distributed among servers for storage and processing. During truth discovery, servers use these
shares to update truth values and user weights without showing data points. A significant aspect of
this protocol is the ability to reconstruct data when a minimum number of shares (threshold) are
combined, preventing any server from accessing complete information. In case a server is
compromised, threshold algorithm effectively minimizes the chances of privacy violations.
Additionally, this algorithm improves system security and resilience by using distributed
computing, offering defense against attacks. As shown in Table 1, although there has been
considerable analysis of the application of TSSA in IoV, most of these studies focus on how TSSA is
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used in a static environment for data encryption. In scenarios where vehicles communicate directly
with a central server, drivers always upload data to a fixed set of central servers regardless of the
movement of vehicle, creating a relatively static environment. However, in the three-tier architecture
of cloud-edge-vehicle IoV, vehicles typically interact with RSUs. TSSA may struggle to acquire
sufficient sub-secrets to reconstruct the original secret S due to the limited coverage of RSUs and the
frequent changes in vehicle members in the same coverage area of RSU, such as vehicle entering or
leaving this area, rendering the recovery process unsuccessful.

IoV vehicle collects and transmits data such as location, speed, and traffic conditions, raising
privacy concerns despite encryption measures designed to protect this information (Liu and Pan,
2023). A previous section discusses TSSA in IoV system on how the model improves security by
dividing a secret into sub-secrets, allowing reconstruction only when specific threshold is met.
Building on the discussion, many studies assume a two-tier model where vehicle sends data to a
central server, but modern IoV uses a three-tier cloud-edge-vehicle architecture (Zhou et al., 2023).
Vehicle mobility may render sub-secrets inaccessible, leading to key reconstruction failures. Static
participant assumption of TSSA limits its adaptability in dynamic IoV environments. To address this,
PriDUS which is a method based on TSSA is proposed.

Table 1 Problems of TSSA in the IoV

Source Description Methods Limitations
Lin, 2023
(Lin, 2023) To propose threshold key threshold
management protocol to ensure ke
the recovery and security of Y
management
system keys.
(Zuoetal., To propose a Secure Enhanced While these strategies
2024) Privacy-preserving Data effectively protect data
. T-N . .
Aggregation (SEPDA) scheme threshold privacy and  security,
to improve system security by sharin schemes are designed
distributing the decryption 5 primarily for scenarios
. mechanism . .
process across multiple servers, where vehicle membership
preventing single-point attacks. remains relatively stable,
(Liang et al., To propose a secure multi-party allowing the systems to be
2023) computation protocol to more suitable for static
improve system security and secret groups.
fault tolerance through sharing
distributed computing, scheme

strengthening the defense
against single-point attacks.

Proposed Work:
1. To accommodate the frequent joining and leaving of vechicle with RSUs, dynamic processing
capabilities were added to threshold secret-sharing scheme.

3. Methodology

PriDUS was designed to protect vehicle identity during data uploads in IoV. Since vehicle was
constantly moving, a static privacy-preserving method was not enough. Therefore, PriDUS
introduced dynamic grouping mechanism and applied TSSA to ensure secure and efficient data
transmission.

3.1. Threat Model
In IoV environments, privacy threats primarily arose from attackers attempting to track vehicle
movements, intercept sensitive data, or manipulate system behavior (Jeong et al., 2021). A common
risk was tracking attacks, where an adversary related consecutive data uploads to identify and
monitor a specific vehicle over time. When direct vehicle IDs were not transmitted, static
pseudonyms or recurring patterns in anonymized data could still reveal the vehicle's identity.
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Eavesdropping was another significant concern, as wireless communication in IoV systems was
vulnerable to interception. When vehicle IDs or location data were transmitted without sufficient
protection, attackers could analyze the data to uncover movement patterns, potentially leading to
serious privacy breaches.

PriDUS prevented the direct exposure of vehicle identities by dynamically generating sub-IDs
using TSSA to mitigate these risks. Each vehicle ID was split into multiple sub-IDs, which were
distributed among automobiles in a temporary group. The original ID could only be reconstructed
when a sufficient number of sub-IDs were collected, making collusion attacks difficult. When some
sub-IDs were intercepted, the individual components remained meaningless. Furthermore, PriDUS
assigned sub-IDs dynamically for each reporting session, preventing long-term tracking or replay
attacks. As sub-IDs changed with each data upload, attackers were unable to link past and future
transmissions to the same vehicle, ensuring strong privacy protection in dynamic IoV environments.

3.2. Key Steps of PriDUS

PriDUS addressed the limitations of traditional methods in dynamic environments by
incorporating dynamic grouping with TSSA. During data uploads, vehicles transmitted sub-IDs
along with privacy-sensitive data, including speed and location. This method ensured that even
when attackers intercepted the data, the use of sub-IDs prevented any direct connection between the
uploaded information and the originating vehicle, thereby safeguarding vehicle privacy. In the
design of PriDUS, a combination of RSUs and Edge computing was selected to improve the
computational capabilities of RSUs (Jeremiah et al., 2024). Since RSUs and Edge units were typically
deployed together to cooperate on computations and task processing (Fan et al., 2024; Wang et al,,
2020), the term "RSU-Edge" was used to describe this combined unit throughout the discussion.
Figure 3 showed that data uploading in PriDUS includes four primary steps, namely Vehicle
Grouping, Calculating and Distributing Sub-IDs, Data Collection and Reporting, and Vehicle ID
Verification, as each step was explained as follows.

Step 1: Vehicle Grouping: The process included RSU-Edge continuously monitoring vehicles in
its coverage area. When Vehicle U needed to upload data, such as location and speed, RSU-Edge
dynamically grouped the machines, including Vehicle U. This grouping process considered the
speed and position of vehicle surrounding Vehicle U, selecting those with similar speeds and
proximity for inclusion in the group. The method ensured more stable communication when Vehicle
U needed to collect sub-IDs. Additionally, the sub-IDs generated through dynamic grouping were
collected in a short time frame and uploaded by Vehicle U. This method helped prevent situations
where vehicle holding sub-IDs moved out of RSU-Edge coverage, ensuring the timely collection of
sufficient sub-IDs. This step corresponded to the generation of sub-secrets in TSSA and the recovery
of the original secret from these sub-secrets.

Step 2: Computation and Distribution of sub-IDs. This step included the computation of the sub-
IDs using TSSA based on the ID of vehicle U reporting data and then distributed these sub-IDs after
RSU-Edge successfully grouped the machines.

Step 3: Data Collection and Reporting. This step used standard V2V communication to gather sub-
IDs (He et al., 2023). When Vehicle U needed to upload data such as location and speed, it collected
the sub-IDs stored by other machines in the group, along with various types of data such as vehicle
speed, location, and other relevant metrics. Vehicle U then uploaded this data to RSU-Edge during
the process.

Step 4: Vehicle ID Verification. During this step, RSU-Edge used TSSA to reconstruct the vehicle
ID from the uploaded data and verify the authenticity, ensuring both the integrity and accuracy of
the collected data. When verification failed, the vehicle was deemed an unknown entity, and the data
would be rejected.
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. . 2. Calculating and

Steps for data uploading

4. Vehicle ID 3. Data Collection
Verification and Reporting

Figure 3 Steps for data uploading in PriDUS

Throughout this analysis, PriDUS was validated both theoretically and experimentally.
Theoretical models were used to assess the ability of the model to protect vehicle data and prevent
privacy attacks. In the experimental phase, the HighD dataset (Li et al., 2023), which contained real-
world vehicle trajectories, was used. Simulations were conducted to analyze privacy leakage
probability and transmission latency, allowing the evaluation of PriDUS in dynamic IoV scenarios.

4. Proposed scheme

4.1. Introduction of PriDUS

PriDUS improved the ability of TSSA to handle dynamic IoV membership changes. The model
protected sensitive data such as location, speed, and traffic conditions designed for the three-tier
cloud-edge-vehicle architecture. Moreover, PriDUS treated vehicle ID as a secret (S), dividing it into
sub-IDs using TSSA. The system extended TSSA by adding dynamic grouping, forming a group
around Vehicle U when uploading data. Vehicle U collected sub-IDs from nearby vehicles and
submitted the information with its data to RSU, which reconstructed the ID using Lagrange
interpolation. Even when intercepted, data remained secure, ensuring vehicle privacy during the
process.

4.2. Overview of T55A
The TSSA, or (t,n) threshold encryption algorithm, required at least t participants out of n to
reconstruct a secret (Iwamura, 2023). For example, when the ID of Vehicle U served as the secret S,
and five automobiles participated, with three sub-secrets required (t = 3, n = 5), TSSA generated five
sub-secrets, including (1, f(1)), (2, £(2)), (3, £(3)), (4, £(4)), and (5, £(5)). Following this process, Vehicle
U could reconstruct S by collecting any three of these sub-secrets. The process included calculating
as well as distributing the sub-secrets, and reconstructing S after at least t sub-secrets were obtained.
TSSA used a polynomial with randomly generated coefficients to prevent exposure of the secret.
When fewer than t sub-secrets were available, it became impossible to recover the original secret.
For each participant i, a sub-secret was generated by substituting x = i into the polynomial. Each
sub-secret took the form (xi, f(xi)), where xi was the unique identifier of the participant (e.g., 1, 2, 3,
4, or 5), and f(xi) was the result of substituting xi into the polynomial. Importantly, i could not be 0,
as shown in Equation 2. When i = 0, the output would have been the original secret S, which would
defeat the purpose of TSSA in generating sub-secrets. Furthermore, the fact that i = 0 produced the
original secret S was a crucial aspect of how Lagrange interpolation was used to recover the original
secret. To ensure the randomness of the sub-secrets, random coefficients a_1, a_2,..., a_i were
introduced in Equation 1. This addition made the value significantly more difficult to infer the secret
using only a small number of sub-secrets.
fO)=S+ax+ax>+-+axt (0<i<t—1) €))
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f(@)=s (2)

In TSSA, after t and n were set, and Equation 1 was used to calculate the secret, n sub-secrets
were generated. These shares could then be distributed to n different participants as needed. For
example, in an IoV system, TSSA could be used to calculate n sub-IDs from the vehicle ID, which
were then distributed among n vehicle in the same network. When t vehicle participated, the
original vehicle ID could be reconstructed in the network. Equations 3 and 4 represented the core
computational formulas of Lagrange interpolation method (Zayed and Butzer, 2001), which was
essential in TSSA for reconstructing the original secret S using at least t sub-secrets. This formula
expressed the polynomial f(x) as a linear combination of several basis functions lj(x). Each Ij(x) was
multiplied by its corresponding y; value, and the results were then summed to form the function f(x).
In equation 3, yj referred to the sub-secret at the point x;. Following this, li(x), known as the Lagrange
basis function, ensured that all other basis functions li(x) equaled 0 when x=x;

) = 340 ©)
j=1

As shown in equation 4, in each basis function lj(x), all indices m (m #j) were iterated over. This
ensured li(x) = 1 when x=x;, while at all other points x=xm (m#j), the basis function Ij(x) = 0.
Consequently, in the function f(x), only y;xlj(x) influenced the value of f(x) (x=x;), while the other
terms had no effect due to 1j(x)=0 (i #j).

1=m<t
X —X
m#j J m

Lagrange interpolation method was used in Equation 5 to find secret S, where Equation 2
signified that S=f(0). Therefore, finding f(0) uncovered the secret S, as the expression f(0) signified
the value of the interpolating polynomial, at x=0. Where y; represented the y coordinate of the given
point (x;, y;) and 1(0) was the value of the Lagrange basis function lj(x) at x=0. Additionally, lj(x) was
the Lagrange basis function, ensuring lj(x) = 0 at all points xm (m #j), and equalled 1 at x;. Using this
formula, the analysis reconstructed the polynomial from a given set of points (x1,y1),(X2,y2),...,(Xt,yt)
and determined the value of the polynomial at x=0, recovering the secret S. The process was crucial
in TSSA because it ensured that the original secret could only be reconstructed when at least t
participants cooperated.

t
s=£(0) =) ¥ 5(0) (5)
j=1

4.3. Algorithmic Design of PriDUS

Figure 4 showed the typical IoV architecture comprising three layers, namely Cloud Servers, RSU-
Edge, and Vehicles (Karim et al., 2022). This study primarily focused on the efficient vehicle grouping
mechanism in RSU-Edge layer. During the initialization or operation of RSU-Edge system, it was
crucial to set the minimum participant number t and the total participant number n for TSSA, as well
as to define a time tolerance T. After vehicle collected privacy data, the mobile could not immediately
report it. As an alternative, vehicle first needed to collect at least t sub-IDs, which were then
submitted along with privacy data to RSU-Edge for ID reconstruction. During the process, the time
tolerance T represented the maximum allowable time interval from when vehicle was ready to report
its privacy data to the actual submission. When the reporting process was not completed in this
interval, the request had to be discarded to ensure maximum privacy protection for vehicle. Given
the high speed and unpredictable movement of vehicle (Wang et al., 2022), grouping had to be
dynamic. Figure 5 showed that when vehicle U needed to report data in PriDUS design, RSU-Edge
created an initial vehicle group G centered around the location of vehicle U with a radius determined



739
International Journal of Technology 16(3) 731-747 (2025)

by the product of the average speed v and the time tolerance T. This ensured that vehicle U remained
in this range throughout the time tolerance period T.

Cloud Servers

RSU-Edge 1 RSU-Edge N

PP PR o=
A ...... A A

Vehicle Group 1 Vehicle Group N Vehicle Groups

Figure 4 Design diagram of vehicle grouping

During the analysis, num(G) signified the number of vehicles in the initial group G. RSU-Edge
had to ensure that num(G) was greater than the minimum participant number t and less than twice
the total participant number n, i.e., 2n. When num(G) < t, it would not have been possible to collect
enough sub-IDs to reconstruct the ID of vehicle. In addition, when num(G) > 2n, the group had to
be split into two or more subgroups to maintain the efficiency of sub-IDs. Algorithm 1 showed that
RSU-Edge initialized an array group[] and added vehicle from group G into this array, including
vehicle U which needed to report privacy data. The system then calculated the number of vehicles
in the group[] array. When t < num(G) < 2n, TSSA was used to compute sub-IDs, which were then
distributed to n vehicle. Moreover, when num(G) > 2n, the group was divided into two or more
subgroups to ensure that vehicle U could efficiently collect sub-IDs. Before reporting privacy data,
vehicle U used V2V communication to retrieve the necessary sub-IDs from other vehicles (Naouri
et al., 2024), and it only reported data after reaching the minimum participant number t. When the
group was too large, the retrieval process could have become less efficient and more challenging.
To optimize the difficulty of sub-IDs retrieval, RSU-Edge calculated a weight value W for each
vehicle in group[] relative to vehicle U. This weight was determined by considering both the
distance between vehicle and the average speed. A lower weight W showed that communication
with vehicle was easier for vehicle U, while a higher weight W made communication more difficult.
After completing the calculations for all vehicles in group[], RSU-Edge selected 2n vehicle to form
a new groupl], calculated the sub-IDs, and distributed to all vehicles. When num(G)<t, showing
insufficient number of vehicle, RSU-Edge expanded the group radius by doubling the initial radius
r which was based on the product of the average speed v and time tolerance T. A new group with
radius 2r was then formed and the process was repeated until a sufficient number of vehicle was
included or the time tolerance T was exceeded.
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Figure 5 Design diagram of dynamic grouping

Algorithm 1 RSU-Edge Group Formation and Sub-IDs Distribution

Input: Parameters for (t, n), time tolerance T, average speed v (of vehicle U)

1. Initialize an empty array groupl]

3. Calculate the number of vechicle in group]]:
if t < num(G) < 2n then
- Execute (t, n) threshold encryption to generate sub-IDs
- Assign sub-IDs to a selected subset of n vechicle in group[]

else if num(G) > 2n then

4. If num(G) < t then
- Check if the time tolerance T is exceeded:
if T is not exceeded then

- Double the search radius to 2r

else

- Terminate the algorithm as the time tolerance T is exceeded

constraints

2. Determine the set of vechicle in radius r = v * T, including vehicle U, and populate group|]

- Divide groupl] into subgroups to improve sub-IDs collection efficiency

- Proceed with the distribution of sub-IDs in each subgroup as determined by the method

- Recalculate group[] by including additional vechicle in the expanded radius

- Recursively apply Algorithm 1 until t < num(G) < 2n or time tolerance T is exceeded

Output: Sub-IDs distributed among the selected vechicle or algorithm terminated due to time

When num(G) > 2n, vehicle had to be divided into two or more groups. The grouping criteria
were based on vehicle U, selecting 2n vehicle closest in distance and average speed to U to form a
new group[]. Equation 6 signified that Wiu represented the communication weight between vehicle
i and vehicle U. A smaller value of Wiu showed that the distance, as well as average speed between
vehicle i and U were more similar. Moreover, the parameters o and 8 were weight factors used to
adjust the influence of distance as well as speed on the final weight value, with the sum equal to 1.
A larger a had to be selected when distance was more critical to communication, and a larger 8
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when speed was more important. In addition, when no specific preference existed, the values could
be set equally at 0.5. The ddi”
which was calculated by dividing the distance diu by the maximum distance dmax in the group. A
[vi—vyl

represented the normalized distance between vehicle i and vehicle U,

higher value showed a greater distance and more challenging communication. The 1 —

vmax

represented the normalized speed difference between vehicle i and U. The process first calculated
the absolute value of the speed difference |vi—v, | and then normalized it by the maximum speed
difference vmax in the group. As the speeds between vehicles became closer, the differences as well
as weight values decreased. This led to more stable channel signals between the values, making data
interactions more efficient and reliable (Sodhro et al., 2020).

diy < |vi—17u|>
Wy = a2 g (12l 6)

dmax vmax

This dynamic grouping method effectively addressed the issue of dynamic vehicle membership
by forming temporary groups as well as computing and distributing sub-IDs only when vehicle
needed to report data. This transformed TSSA from a static to dynamic process, enabling both newly
joined and soon-to-exit vehicle to dynamically form groups as well as report data, offering privacy
protection with dynamic characteristics.

5. Experimentation and analysis

PriDUS was a privacy-preserving scheme designed to protect sensitive data, such as speed and
location, during the transmission of vehicle data to RSU-Edges. Given the high real-time
requirements of IoV, PriDUS ensured privacy protection and also optimized data transmission
performance. This section first analyzed the security of PriDUS from a privacy protection
perspective. Subsequently, a simulation platform was used to model the process of vehicles
collecting and uploading data to RSU-Edges. Comparative evaluations were conducted against CE-
IoV (Benarous and Kadri, 2022) and K-Anonymity Protection Scheme to validate the performance
of PriDUS, (Qi and Chen, 2023).

5.1. Security Analysis

The scheme of the model effectively addressed privacy challenges in IoV by using TSSA and
introducing dynamic grouping mechanisms. The theoretical foundations of the scheme provided
strong guarantees for protecting vehicle IDs and ensuring secure, efficient data exchanges, even in
highly dynamic vehicle environments. TSSA was central to PriDUS, offering a mathematically
sound method for privacy preservation. In this scheme, the vehicle ID was treated as a secret S,
which was divided into n sub-IDs distributed among participating vehicle. Each sub-IDs
corresponded to a unique point on a polynomial f(x) of degree t — 1, where t was the minimum
number of sub-IDs required to reconstruct the original ID. As shown in Equation 1, the coefficients
ay, a,, ... ,a; wererandomly selected. This randomness ensured that fewer than ¢ sub-IDs provided
no meaningful information about S, as the interpolation of f(x) without sufficient data points was
mathematically infeasible. Consequently, TSSA effectively neutralized brute force or interpolation
attacks, as reconstructing the secret would have required solving an NP-hard problem over large
finite fields (Li et al., 2020).

The model extended the applicability of TSSA by incorporating a dynamic grouping mechanism
adapted to the mobility of IoV. This mechanism addressed a major limitation of static schemes,
which often assumed fixed participant sets and failed in scenarios where vehicle frequently entered
or left communication ranges. PriDUS ensured the consistent availability of t sub-secrets, even in
high-mobility environments by dynamically forming groups based on real-time proximity and
speed. Additionally, the temporary nature of the sub-IDs assigned in these groups significantly
enhanced privacy. Since sub-IDs were regenerated for each interaction, the system eliminated the
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risk of long-term associations, a common vulnerability in static privacy-preserving schemes. This
ensured that adversaries could not correlate sub-IDs across multiple interactions to identify the
vehicle.

PriDUS scheme showed theoretical resilience against several common IoV attack vectors. For
instance, eavesdropping was rendered ineffective, as intercepted sub-IDs could not show any
meaningful information unless the threshold t was met. Collusion attacks were also mitigated even
when multiple malicious participants pooled sub-IDs, the group would not be able to reconstruct
the original vehicle ID without a sufficient number of sub-IDs. Replay attacks were countered by
the reliance of the scheme on dynamically generated sub-IDs, which were valid only for a specific
group and time interval. This ensured that reused data could not be authenticated or linked to the
originating vehicle. The real-time generation and distribution of sub-IDs prevented adversaries
from exploiting incomplete or outdated information. Each interaction remained independent, with
no reliance on past communications, further reducing the attack surface.

Despite TSSA including computationally intensive polynomial calculations, the design of
PriDUS ensured that these operations were efficiently managed. By offloading sub-ID generation
and verification tasks to RSU-Edges, the computational burden on individual vehicle was
minimized. Through advanced processing capabilities, these RSU-Edges were able to handle such
tasks effectively, ensuring real-time performance even in densely populated IoV environments. The
dynamic grouping mechanism also improved efficiency by localizing operations to smaller groups
of vehicles, avoiding the overhead of network-wide computations. Furthermore, the system
dynamically adjusted the group radius and member compositions to account for vehicle mobility,
ensuring that sub-IDs were collected promptly without unnecessary delays or resource usage.

5.2. Performance Testing

This study used OPNET simulation platform to evaluate privacy protection and the performance
of PriDUS. The setup ran on an Intel Core i7-7700K @4.0GHz with 16GB RAM. During the analysis,
a two-way, two-lane highway (14.8m wide, 10km long) was simulated, with vechicle traveling at 30
km/h for 20 minutes. A total of 200 vechicle transmitted 3,200-bit privacy data packets in a 10-
second reporting window. Network communication used a 55 kHz channel, affecting data rates and
interference. Moreover, Nakagami model adjusted the m parameter to simulate real-world wireless
fading characteristics, significantly impacting network performance.

This study aimed to assess the effectiveness of PriDUS by comparing the model with CE-IoV
system presented by Benarous and Kadri (2022) and K-Anonymity Protection Scheme developed
by Qi and Chen (2023), respectively. CE-IoV system combined cloud computing, IoV, and IoT to
offer entertainment services for drivers. However, a significant issue arose when vehicle shared
location data, potentially exposing the automobiles to tracking as well as compromising user
privacy and safety. Studies proposed privacy protection method based on obfuscation procedures
to address the concern. This method included performing alterations and implementing time frames
to reduce the association between location data as well as personal information. The main objective
of this method was to prevent vehicle tracking by strengthening privacy measures in traffic settings
where large anonymous groups could lower the chances of tracking by malicious entities. In the
context of the discussion, K-Anonymity Protection Scheme tackled privacy breaches and network
latency issues in vehicle positioning services. The scheme ensured the security and confidentiality
of vehicle location privacy data by incorporating this technology with a fault consensus mechanism.
Rapid clustering K-anonymity method was used to safeguard vehicle location privacy while
simplifying the establishment of anonymity zones.

The system included a trust model to manage trust between requesting and cooperating vehicle
in K-anonymity framework, using rewards as well as penalties to improve security and efficiency.
The model offered privacy protection, lower time complexity, and flexible trust management.
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Table 2 Simulation environment parameter settings

Parameter Parameter unit Parameter setting
CPU X86_64 2CPU
Storage X86_64 2CPU
Road width TB 1
Road length metres 3.7%4
Average vehicle speed km 10
Vehicle transmission power km/h 30
Collected data packet mW 20
Maximum data transmission bit 3,200

rate
Channel spectrum bandwidth Mbps 2
Channel model kHz 55
Noise power - Nakagami
Number of vechicle dBm -100

This study compared PriDUS, CE-IoV, and K-Anonymity Protection Scheme through
simulations. Privacy protection algorithms required time for data collection and encryption,
introducing latency. Figure 6 compared transmission durations, showing that as data volume
increased, transmission time improved. K-Anonymity Protection Scheme had the longest
transmission duration, followed by CE-IoV, while PriDUS was the fastest. When uploading data
from over 150 vehicles, PriDUS maintained a transmission time of 100-150ms with a 3—-6% error
margin.
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500

450

400

w
vl
=]

w
=
=

-
(S =
[=T =1

Transmission Duration (ms)
3%
o
L]

=2
=]

[%a)
[=]

=

50 100 150 200 250 300 350 400

Privacy Data Count (items)

Figure 6 Analysis of Transmission Duration

Besides transmission duration, privacy leakage probability was major. The process measured the
risk of unauthorized access to user data in IoV, showing how well privacy-preserving algorithms
protected information (Jia et al., 2020). Following the discussion, a lower probability meant stronger
protection. As shown in equation 7, the value was calculated as the ratio of successful inferences (n)
to the total number of vehicles in a group (nhum(G)).

b n
" num(G)

Figure 7 showed that K-Anonymity Protection Scheme signified a relatively high privacy leakage
probability, ranging from 9% to 13%. The CE-IoV algorithm performed better, with a leakage

()
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probability between 6% and 8%. During the process, PriDUS outperformed both, reducing privacy
leakage probability to approximately 2.5% to 4.5%. Therefore, PriDUS significantly improved user
privacy protection during the process.

PPTA-loV CE-loV = K-Anonymity Protection Scheme
0.14

012

0.10

H
b

0.08

b
HH
P

Hh

0.04

H
HH
2]

The probability of privacy leakage
HH
HH
Ho A
|

0.02

0.00
group 1 group 2 group 3 group 4 group 5 group 6 group 7 group 8 group 9 group 10

Ancnymeous group of vehicles

Figure 7 Analysis of privacy leakage probability

5.3. Discussion of performance testing

The results showed that PriDUS provided stronger privacy protection and better efficiency than
the other two schemes. A substantial advantage was the lower privacy leakage probability, which
ranged between 2.5% and 4.5%, significantly lower than 6%-8% in CE-IoV and 9%-13% in K-
Anonymity Protection Scheme, respectively. Moreover, the primary reason for the improvement
was the use of sub-IDs in place of direct vehicle identifiers, allowing it to be significantly more
difficult for attackers to track vehicle based on uploaded data.

The ability to adapt to dynamic environments was another major distinction. Both CE-IoV and
K-Anonymity Protection Scheme relied on static data protection mechanisms that assumed vehicles
maintained a stable presence in a specific region. However, IoV networks were inherently dynamic,
with vehicle frequently moving in and out of coverage areas. PriDUS addressed this issue by
dynamically forming vehicle groups and distributing sub-IDs in real-time. This ensured that
privacy protection remained effective even when vehicles joined or left the range of RSU.

Efficiency was a critical factor during this analysis as methods such as K-Anonymity Protection
Scheme introduced significant computational overhead due to the need for clustering and
anonymization processes, which delayed data uploads. CE-IoV performed better in this area but
still incurred additional processing time due to location obfuscation methods. PriDUS optimized
performance by offloading computational tasks to RSU-Edge, allowing vehicle to transmit privacy-
protected data without requiring excessive processing power.

Transmission duration further showed the differences between the methods in the analysis.
Figure 6 showed that PriDUS maintained a stable transmission time of 100-150 ms while K-
Anonymity Protection Scheme exceeded 200 ms due to the additional processing required. CE-IoV
performed slightly better but still introduced a transmission duration in the range of 150-250 ms.
The shorter transmission time of PriDUS allowed it to be more suitable for real-time applications
where low-latency communication was essential.

Security against common IoV attacks was another major consideration in this study. K-
Anonymity Protection Scheme was particularly vulnerable to long-term tracking attacks, as
adversaries could gradually infer vehicle identities by analyzing location updates over time. CE-IoV
offered moderate protection but relied on obfuscation methods that might not have been sufficient
against advanced tracking methods. Consequently, PriDUS significantly improved security by
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dynamically regenerating sub-IDs, allowing it to be nearly impossible in connecting multiple
interactions to the same vehicle.

The comparison showed the need for privacy-preserving methods that could adapt to real-time
IoV environments. Traditional methods such as location obfuscation and static anonymization
struggled to protect privacy in scenarios where vehicle movement was unpredictable. PriDUS
overcame these challenges by incorporating TSSA with dynamic grouping, ensuring continuous
protection even as network conditions changed. Future improvements could focus on increasing
PriDUS with decentralized trust mechanisms, such as blockchain to remove reliance on a central
authority for managing sub-IDs. Incorporating clustering-based privacy methods could further
optimize computational efficiency, particularly in large-scale IoV deployments. Finally, PriDUS
showed significant advantages in privacy protection, adaptability, and efficiency, allowing it to be
a strong candidate for future IoV applications where real-time, low-latency communication and
dynamic security mechanisms were required.

6. Conclusions

In conclusion, this study proposed PriDUS, an innovative privacy-preserving scheme designed
specifically for the Internet of Vehicles (IoV). The scheme effectively protected vehicle IDs during
data transmission by incorporating TSSA and introducing dynamic vehicle grouping. The
simulation results showed that PriDUS significantly reduced the probability of privacy leakage to
approximately 2.5%, much lower than existing methods such as K-Anonymity and CE-IoV, where
leakage probabilities ranged from 6% to 13%. Furthermore, the data transmission duration remained
in an acceptable range of 100 to 150 milliseconds, even in high-density and dynamic vehicle
environments with up to 200 participating vehicles. A major strength of the scheme was its ability to
address the challenges associated with dynamic IoV networks. The dynamic grouping mechanism
enabled vehicle to adapt to frequent changes in membership in RSU coverage areas, ensuring stable
communication and efficient sub-ID collection. PriDUS leveraged computational support through
RSU-Edge units for sub-ID generation and data verification in a cloud-edge-vehicle architecture.
However, one limitation was the computational burden on RSUs, which could reduce efficiency
under high workloads. Incorporating edge computing near RSUs provides a feasible solution to
mitigate this challenge and improve scalability. Future improvements could include augmenting
PriDUS with blockchain technology to enable decentralized storage of vehicle IDs, reducing risks
associated with centralized databases. Additionally, incorporating the scheme with clustering-based
methods, such as K-Anonymity, could optimize computational resources and further facilitate its
application in large-scale IoV deployments.
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