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Abstract. Risk evaluation includes not only quantitative or qualitative assessment but the choice of
action that depends on the risk event. The paper highlights key research in the field of risk
assessment from 1921 to the present day. The suggested concept of business eco-nomic risk
evaluation is substantiated using the criterion of information accessibility. One group of assessment
techniques is based on statistical analysis, namely insolvency risk assessment models combined
with a group of probabilistic ones. The alternative group includes all techniques that differ from the
accumulated data analysis (STAR - Strategic Technology Assessment Review, HAZOP Hazard and
Operability Study, and FMEA Fail-ure Mode and Effects Analysis qualitative assessments). Scenario,
list, and analogies techniques (SWIFT Structured What If Technique, HACCP Hazard Analysis and
Critical Control Points, RCA Root Cause Analysis, BOWTIE, WCS Worst Case Scenario) are more
accurately characterized as an evaluation of conditions and consequences of eco-nomic risks. Based
on the advantages and disadvantages of risk assessment techniques, this study proposed a
classification of the tools for evaluating business economic risk and an algorithm for choosing a tool
appropriate for the situation based on the available information. The possibility and directions of
practical implementation, as well as the ex-isting digital assessment tool products, are shown.

Keywords: Digital experience; Economic risk; Evaluation tool; Qualitative risk assessment;
Quantitative risk assessment

1. Introduction

Scientific research into the phenomenon of economic risks dates back to the early 20th
century. Knight was the first who suggested delineating risk and uncertainty when
characterizing probabilistic events in the economic field (Knight, 1921). The next significant
work was the study on risk assessment by Neumann and Morgenstern (1944). Formation
of adverse outcomes assessment and management science took place in 1950-1990s.
Arrow (Nobel Laureate) substantiated the impossibility of describing all risk
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options and showed that the best way to prepare for the onset of the risk event was to assess
the consequences of its occurrence and the costs of eliminating them (Arrow, 1951).

He also proved the theorem (Arrow's paradox) on the lack of techniques for combining
individual preferences for three or more alternatives, which would satisfy some completely
fair conditions and always gave a logically non-contradictory outcome (Arrow, 1951).
Snider formulated the 'risk management' theory in 1955-1956 (Snider, 1991), and
Gallagher gave a description of the risk manager profession (Gallagher, 1956).

With the abolition of the Bretton Woods system of fixed exchange rates, the area of
assessing and hedging risks in financial markets evolved. The works of Merton (1973), as
well as Black and Scholes (1973), are seen as the key ones. In 1973, the Geneva Association,
which united research in the field of risk economics and risk insurance, was established. In
the 1990s, risk management obtained the status of the strategic management paradigm.
The concept of the internal risk control necessity was finally formed (COSO, 1992). In the
2010s, debates on the innovation risk assessment system started (Nikolova et al., 2017). In
this case, risk minimization directions depended on whether it was relat-ed to the high- or
low-tech sector (Rodionov et al,, 2018). However, risk management in modern finance is
one of the fastest growing but actively criticized areas. In particular, Taleb’s black swan
theory vigorously and flatly criticized the practice of financial and economic decisions
based on the assumption that risk prevails over uncertainty (Taleb, 2007). Besides, risk
assumption is currently prevailing in business management, which defined the perspective
of this study.

In case of an unfavorable event, the decision is either to accept the consequences
drawing on reserves or to take preventive actions. Thus, business is likely to incur costs
either after or before the risk event. At the same time, due to the apparent transformation
of all areas of the economy, 'classical’ techniques, tools, and criteria are losing their practical
significance, and their actualization is necessary with allowance for the processes of
digitalization of the economy (Malevskaia-Malevich et al., 2018).

Available estimates suggest that the quality of products increase when a business risk
management system is implemented (Hidayatno et al,, 2015; Pariaman et al., 2017). It was
shown that with a quality increase, the demand curve, in terms of the quantity of the
product/product price, shifts to the right, parallel to itself (Demidenko et al., 2017).
Efficiency rates are starting to grow. Owners pay more attention to cash flow and real
profits than to accounting (Dvas et al.,, 2018).

Risk research theory and practice have developed a wide variety of approaches,
techniques, and models based on both the quantitative and qualitative analysis of business
economic risk factors (Gissel et al.,, 2007). Apart from this, a comprehensive view of the
tools and techniques of risk assessment and features of their application have not yet been
proposed. Additionally, the problem of finding and choosing a tool that draws a conclusion
on the level of business economic risk has not been fully resolved. Risk assessment should
not involve economically impractical periods of time and other costs, and conclusions
should be properly substantiated.

We assumed that evaluating business economic risk suggests a special methodical
toolkit aimed at quantitative or qualitative assessment of this risk, as well as at the choice
of one of the alternative options for actions involving the onset of the risk event. The
research hypothesis implies that as part of the existing approaches to assessing business
economic risks, it is possible to formulate a search algorithm to find the optimal tool to
evaluate economic risk, including digital skills use.

2. Methods

The research methodology appealed to a systematic approach. Thus, the research
results and conclusions addressed the systematization of business economic risk
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assessment methods and models. To do this, the authors' concept of assessing the
corresponding risk was introduced, based on the criterion of information accessibility
(Figure 1).

‘ I. Economic risk evaluation

. . In case of information
In case of information transparency :
scarcity
. . ualitative
Insolvency risk assessment Probability assessment Q :
evaluation
Indicator systems MDA Logit Probit
6; B; CV; VaR; RAROC STAR, HAZOP, FMEA
Beaver, ect Altman Chesser Zmijewski
‘ I1. Evaluation of consequences of economic risk
«Scenarios» «List» «Analogies»
SWIFT, Delphi, Storm HACCP, RCA, BOWTIE wcs

MDA - Multiple Discriminant Analysis; Logit - regression; Probit probit regression; 6 - Standard deviation; 8
- Betaratio; CV - Coefficient of Variation; VaR - Value at Risk; RAROC - Risk-Adjusted Return on Capital; STAR
- Strategic Technology Assessment Review, HAZOP - Hazard and Operability Study; FMEA - Failure Mode and
Effects Analysis; SWIFT - Structured What If Technique; HACCP - Hazard Analysis and Critical Control Points;
RCA - Root Cause Analysis, WCS Worst Case Scenario.

Figure 1 Concept of evaluating business economic risk

The peculiarity of the authors’ concept the concept used in this study is that it included
assessment not only in the context of accessible and relatively transparent information but
also in the presence of significant information asymmetry. As it is shown, the first group of
approaches was made up of risk assessment techniques based on statis-tical analyses. The
alternative group included qualitative assessment techniques.

From our point of view, 'scenario’, 'list', and 'analogies' techniques, used to assess and
anticipate the overall business economic risk, should be considered separately. They are
were applied with the estimated probabilities of risk events, which brings us back to
statistical techniques. That is, they were not adapted or extrapolated to assess the overall
risk, while they were undoubtedly applicable with individual risk events or processes.
Therefore, the techniques may be more accurately characterized not as ‘economic risk
evaluation’ but as 'evaluation of conditions and consequences of economic risks'.

3. Results and Discussion

3.1. Business Economic Risk Assessment in the Absence of Information Scarcity

The algorithm model for evaluating business economic risk in terms of information
transparency is summarized by the following steps. The market sector is defined and
statistical sampling of insolvent and wealthy enterprise reports is formed. The indicators
used for the assessment are defined and based on the selected indicators, a regression
equation is built. When there is a sufficient level of reliability, the enterprise economic
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health is forecasted and contributes to the selection of indicators that provide the best
determination. The obtained results are verified, considering the available information on
the onset of financial insolvency.

The theoretical and methodological base of the discussed indicator system should be
primarily based on insolvency risk assessment models. Traditional approaches in this field
are represented by non-integral systems suggested by Beaver (1966), as well as integral
models including multiple discriminant analysis (MDA) models, logit-, and probit-models
adopted by Altman (1968), Ohlson (1980), and Zmijewski (1984), respectively.

When it is impossible or ineffective to identify all potential risk events, probabilistic
assessment is also applicable. Notably, there is a wide range of corresponding instruments.
For instance, Game theory provides a mathematical tool for finding a variety of solutions
(Mednikov et al.,, 2017). It can be supplemented by risk perception patterns (for risk
perception factors see e. g.: Sutalaksana et al.,, 2019). Volatility assessment is focused on
measuring bilateral risk. The beta ratio () is typical for measuring the risk of financial
sector investments (Fama, 1976). The Value at Risk (VaR) indicator evaluates risks through
losses with a certain probability. In particular, there are three techniques of obtaining VaR:
historical, covariance, and the Monte Carlo technique (Holton, 2014).

There are several advantages and disadvantages of each of the probabilistic indicators.
Probability provides the mathematical expectation of the result, but the assessment is often
too complicated due to its statistical basis. Standard deviation is easy to calculate, but the
dispersion analysis implies complex calculations and requires an understanding of the
process under study behavior (whether significant derivation is acceptable or not).
Volatility and variation are easily calculated on small samples but are difficult to interpret
in terms of risk. The Beta indicator is easy to interpret, as a high value means high profit-
ability and risk, but it is typical for the financial sector. VaR is also evident since it implies a
direct account of the risk, but it is only applicable for the known risks and a statistical basis
is required. The advantage of the RAROC technique is that it considers a potential income
decline when the risk event occurs, but this technique is typical for the banking sector, and
is applied to well-studied risks.

Notably, the development and application of insolvency forecasting techniques in
assessing business economic risks are currently inconceivable in the lack of digital skills.
This applies not only to machine algorithms but to traditional approaches as well. Many
Russian companies tend to apply modern management models, including risk assessment
(positive results do exist), but in general, their implementation is difficult due to a possible
lack of understanding of the need for new effective methodologies and digital
transformation (Balashova and Gromova, 2017). At the same time, Russian Fintech
developers are among the most competent in the world. Experts expect them to create
leading products for international markets (Rudskaya et al., 2018).

Digital implementation of statistical and probabilistic studies, represented by MATLAB,
STATISTICA, Prognoz Platform, and similar complexes, simplify computations related to
simulation, forecasting, assessment of probabilities, and deviations. Their peculiarity is in
high user training requirements. However, these software products may significantly save
resources when processing data that requires more complicated computations than basic
mathematics.

3.2. Business Economic Risk Assessment in the Context of Information Scarcity

This direction implies qualitative assessments based on available statistics on risk
events and expert assessment. Initially, these techniques involve risk evaluation in
production systems, but by drawing an analogy between failures in technical process and
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financial relations (e.g., debtor payments, loans, cash flows, and income reductions, among
others), they are also applicable for assessing economic risks.

The Strategic Technology Assessment Review technique (STAR) assumes expert
selection of risk factors, such as expected returns Then, expert assessment of its importance
and value is carried out for each factor (Davis et al., 2001). Risk evaluation (RL) in this case

will be RL = [ *V (Table 1).

Table 1 Strategic Technology Assessment Review (STAR) technique realization

Importance of the risk factor (I) Value of the risk factor (V)
No risk 0-1
Not important 0 Low risk probability 2-4
Uncertainty 5
Entirely actual 1 Confidence in risk 6-8
High risk 9-10

In addition, the Hazard and Operability Study technique (HAZOP) should be mentioned.
It involves an expert search for predictable deviations or undesirable events. The threat
probability and severity are expertly assessed for each event (Crawley and Tyler, 2015).
Risk assessment (RL) in this case is: RL = P * H * C (Table 2).

Table 2 Hazard and Operability Study (HAZOP) technique realization

Worst-case scenario

Threat probability (P) probability (H) Significance (C)

Very rare (less than 1 time in 100 1 Very low 1 Low (no or minimal 1
observations) (less than 1 in 1,000) losses)

Rare (no more than 1 time in 10, at Low L

least 1 in 100 observations) 2 (less than 1in 100) 2 Significant (losses) 2
Probable (no more than 1 time in 1, Significant .

atleast 1in 10 observations) 3 (less than 1in 10) 3 High (losses) 3
Often (more than 1 time per 4 High 4 Very high (critical 4
observation) (more than 1in 10) losses)

One more related technique is the Failure Mode and Effects Analysis technique (FMEA),
which is the tool to reduce negative effects. The FMEA distinctive feature is application of
the existing standards that define characteristics of the object and, therefore, the presence
or absence of deviations from the required standards (Povolotskaya and Mach, 2012). The
risklevelis: RL = S = I * O (Table 3).

Table 3 Failure Mode and Effects Analysis (FMEA) technique realization

Risk importance (S) Risk impact / Exceeding reserves (1) Risk occurrence (0)
=
Missing 1  Missing No real impact 1 é Negligible 1
Very insignificant 2 Insignificant Lr;ignificant reserve 2 % Envisaged 2
Insignificant 3 Acceptable Average reserve use 3 . Minimal 3
Very low 4  Verylow iisgenificant reserve 4 % Rare 4
o
Low 5 Low Exceeded by 5-10% 5 L Moderate 5
Moderate 6  Minimal Exceeded by 10-20% 6 § Equal chances 6
Important 7  Average Exceeded by 20-30% 7 I %, Frequent 7
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Very important 8  Above aver. Exceeded by 30-40% 8 High 8

Dangerous 9  High Exceeded by 50-60% 9 s, o Very high 9
High probability of o & .

Very dangerous 10 Absolute failure 10 > = Inevitable 10

Thus, the qualitative risk level assessment suggests summing up all expert
assessments. By setting intervals for the final level (RL) relative to the maximum possible
(Table 4), decisions may be made. The key moment is to choose the best combination
between maximizing results and minimizing risks.

Table 4 Qualitative risk assessment in the face of information scarcity

Ratio of the estimated level to the

Risk level maximum possible (%)
Minimal 0-20

Low 20-40
Moderate 40-60

High 60-80
Maximal 80-100

When it comes to digital solutions that facilitate and enhance the reliability of expert
assessments, we noted the enterprises’ complex analytical databases. Dun & Bradstreet
(D&B) is the world's largest registry of private companies (more than 200 million entities).
Among the Russian databases, there are SPARK and Contour.Focus, among others. These
software products reflect information on registration, reorganization, arbitration
proceedings, financial statements, and some calculated financial indices. Their application
is justified in forming the idea of business potential, while the task of forecasting is the
responsibility of an expert.

3.3. Risk Evaluation is Assessing Economic Risk Conditions and Consequences

3.3.1. Derivatives of the script technique, that is, implying creation of the decision tree

Brainstorming is a technique of generating ideas in the process of creative dispute and
is considered to be the most effective. Employees familiar with the current situation and
interested in solving the problem, as well as experts and specialists, may act as experts.

The Delphi technique is targeted at interviewing experts anonymously on the pre-
prepared questions. A multistep expert survey is envisaged. Questions that receive un-
ambiguous assessments are accepted directly, and questions with conflicting answers are
processed.

The SWIFT (Structured What If) is sequential process research by a team of experts
assessing possible deviations from the projected norm (Maragakis et al., 2009). SWIFT uses
structured brainstorming (Card et al.,, 2012), with pre-designed directional words or
headings combined and the expert's clues, which often begin with 'What if .."' phrases (Table
5).

Table 5 Structured What If (SWIFT) technique realization

Process or system component Example: current liquidity management
Guide Non-compliance with the standard
Whatif...? / How may...? Two debtors violate payment terms in parallel
Reasons Incorrect credit risk evaluation

Impact Loss of solvency
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Risk priority (high / above average / average /

below average / low) Below average

3.3.2. Creating the risk list

One of the most popular risk lists is the HACCP (Hazard Analysis and Critical Control
Points) technique. Input data is collected by decomposing all elements to build a flowchart,
which is followed by identifying potential risk events, as well as actions to prevent them.
Then, the control points, in which potential risks may be eliminated or prevented, are
identified. After that, a range of parameters is determined for each critical point, which
determines the critical boundaries of each point. In addition, control procedures are
implemented (HACCP, 2019).

Another technique is to find the root of the problem (RCA: Root Cause Analysis). Its
logic is not to study the results and signals of the risk event but its real cause (Wilson et al.,
1993). The question for each identified cause is 'Why is it causing the initial problem?'. After
each new answer to the question, it is asked over and over again until there are no other
answers. Empirically, the number of such iterations is equal to five (AHRQ, 2019).

A feature of the BOWTIE ('Bow Tie') technique is the static nature of the research
process. In fact, it is an attempt to give the most complete answer to the only question
(process) with respect to all factors that may lead to it, as well as all potential negative
outcomes that may result from such a process. It may be assumed that 'Bow Tie' is an RCA
interpretation when a certain narrowly focused risk event is investigated. A list of outputs
to prevent this risk is created for each possible risk factor. It is proposed to form a list of
outputs for each unfavorable outcome, which would help reduce the forced loss-es upon
the occurrence of such an event (Bowtie, 2019).

3.3.3. Analogy technique

WCS (Worst Case Scenario) is a quite simple and frequent technique. This is the con-
cept of dealing with the worst-case scenario that may be reasonably predicted in a given
situation. The worst-case scenario is decided by expert consent. In some cases, the worst-
case scenario may be so bad that it is not worth the effort to develop it (Yoe, 2019). Building
a business model with only worst-case scenarios in mind forces to plan too conservatively
and to spend resources preparing for unlikely circumstances. Organizations that look
similar over the given period of time, may differ in the future. It is not always possible to
define a similar organization. In the most extreme cases, the use of worst-case scenarios
leads to ethical problems.

TWINE, Draw 10, XMind, and other digital products analyze conditions and
consequences of economic risks. They help build decision trees, describe possible causes/
consequences/ scenarios, and interconnect elements of any process. Their advantage lies
in a friendly interface and in that there is no need for special knowledge and skills. Besides,
the initial purpose of such tools is to build visual and detailed diagrams for various
purposes, and they are not exclusively specialized in the financial situation research. Thus,
the level of research carried out using these digital technologies is determined by the
professionalism of experts conducting this qualitative analysis.

3.4. Advantages and Disadvantages

Statistical based risk assessment (Indicator and Integral models) is verified and have
widespread digital implementation. However, they are applicable only with significant data
volumes and still difficult to predict extraordinary flows (for more details, see Lyukevich
and Agranov (2019)). The probabilistic assessment gives a quantitative result, but difficulty
lies in the need for an informed choice of the estimated indicator.
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The advantages of qualitative assessment lie in the possibility of application in the face
of information scarcity or process changes. We also recognized the complexity of strategic
and tactical risk factor accounting. Other positive aspects are application of the existing
standards (FMEA), highly efficient with the quality control (HACCP), and relative simplicity
(HAZOP). However, qualitative techniques are based on the assessment of the risk event
onset in terms of taking on risks, which, to some extent, distorts the essence of risk as the
event probability. Expert assessment is always subjective, and some risks may not be
identified.

Scenario techniques (SWIFT) identify risks in such a way that their results are
applicable to quantitative research. However, they are based on subjective expert
assessments. The analogy technique is convenient for describing possible risky situations,
and less convenient for accurate risk assessment. In this regard, it is important to
understand that the worst-case scenario is never the worst-case event. Advantages of the
risk list techniques (BOWTIE) are in considering the impact of several optional interrelated
events and rather simple result interpretations. The main disadvantage of this group is that
only the extreme state (happened or not) should be found for each sub-process (one of the
events).

Thus, we formulated an algorithm for choosing a tool for evaluating the business
economic risk (Figure 2).

Is a quantitative assessment of the risk event

Yes (conseauences of the occurrence) reauired?

Is factor analysis
necessarv?

Is there any data on
similar events?

Is it possible to estimate No
probabilitv an event?
Is it possible to describe
Yes Yes all outcomes/connects?
Indicators, MDA, 6; B; CV; VaR; RAROC Yes No
Logit, Probit

Is expert judgment
possible?

Yes No

A4

WCS HACCP, RCA, STAR, SWIFT, Delphi,
BOWNIE HAZOP, FMEA Storm

MDA - Multiple Discriminant Analysis; Logit - regression; Probit probit regression; 6 - Standard deviation; 8 - Beta ratio;
CV - Coefficient of Variation; VaR - Value at Risk; RAROC - Risk-Adjusted Return on Capital; STAR - Strategic Technology
Assessment Review, HAZOP - Hazard and Operability Study; FMEA - Failure Mode and Effects Analysis; SWIFT -
Structured What If Technique; HACCP - Hazard Analysis and Critical Control Points; RCA - Root Cause Analysis, WCS
Worst Case Scenario

Figure 2 Algorithm for choosing a tool for evaluating the business economic risk

4. Conclusions

A comprehensive weighty analysis of approaches for evaluating the business economic
risk has been carried out. This made it possible to divide the existing approaches into two
categories, economic risk evaluation and evaluation of consequences of economic risk, and
create a classification of the currently known methods and models for risk evaluation. The
peculiarity of this concept is that it includes assessment not only in the context of accessible
and relatively transparent information but also in the presence of significant information
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asymmetry. This gives an expanded view of the business economic risk, which is an original
solution, compared to other works in the related field.

Systematization of methods and models, in turn, explores the digital experience in each
area under consideration. Approaches to the practical implementation of STAR, HAZOP, and
FMEA, which are qualitative risk assessment methodologies, are also proposed. Identifying
the advantages and disadvantages of methods and models generated the algorithm for
choosing a tool for evaluating the business eco-nomic risk.

We agreed that digital experience is currently in progress by means of Industry 4.0
technology (Bataev, 2018; Berawi, 2018), but, at the moment, the main problems of
implementation of digitalization are related to national institutional and legal norms,
namely to the uncertainty of responsibility (Babkin et al., 2018).

Most statistical models of economic risk assessment involve obtaining reliable results
precisely in the areas for which they were created. Therefore, broad extrapolation under
basic conditions (e.g., industry, business scale, etc.) leads to an inaccurate result.
Unreliability of reporting will also seriously distort the result (e.g., profits overstatement/
understatement, working capital share, etc.). Thus, it seems that logit and probit models
may be modified by describing them as a system of inequalities, setting conditions that the
sum of the indices should be above / under the normative value. By solving such a system,
it is possible to set requirements for financial indicators, which will ensure the formation
of broader financial indicators that reflect various risks.
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